[Tpunoxenue N 2

NHO®OPMALIMOHHASA TAMATKA
IS OBYYAIOIUXCA 1J151 PASMEIEHUSA
HA O©PUIINAJIBHBIX UHTEPHET-PECYPCAX

C xaxapIM roJIoM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIBHUKHU OJTHU U3
CaMbIX AaKTHBHBIX TMoOJb30BaTenelt Pynera. Mexay TeM, MOMHMO OrPOMHOIO KOJIHYECTBA
BO3MOXKHOCTEH, UHTEpHET HECeT W MpoOieMbl. DTa mamsTKa J0JKHA MOMOYb Tebe 0e30MmacHo
HAXOJUTHCS B CETH.

KomnbioTepHbie BUPYCHI

KoMmmbroTepHslii  BHPYC - 3TO  Pa3HOBUAHOCTh  KOMIBIOTEPHBIX  MPOTPAMM,
OTJIMYUTEIFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K  pa3MHOXKEHHI0. B
JOTIOTHEHWE K ATOMY, BUPYCHI MOTYT MOBPEAUTHh WJIHM MOJHOCTHIO YHUYTOXUTH BCcE (Dallibl U
JaHHbIE, MOJKOHTPOJIbHBIC MOJIb30BATEI0, OT UMEHH KOTOPOro OblIa 3ammyIleHa 3apa’kKeHHas
nporpaMma, a Takke MOBPEAUTh WM Ja)Ke YHUYTOXKUTH OMEPAIMOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11enioM. B 601bIIMHCTBE CllydaeB pacipOCTPaHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabI 3a1IUTHI OT BPEIOHOCHBIX MPOrpamMMm:
1. Ucnone3yii coBpeMeHHBIC ONIEPAllMOHHBIE CHCTEMbI, HMCIOIINE CEPbEe3HBI YPOBEHB 3aIIUTHI
OT BPEJIOHOCHBIX IPOTPAMM;
2. IlocrosHHO ycTaHaBnMBail mayTH (OU(POBBIE 3aIJIATKH, KOTOPBIE aABTOMATHYECKU
YCTaHABIMBAIOTCA C ILEJNbI0 JOpabOTKHM TMpOrpaMMbl) U Jpyrue OOHOBIICHHS CBOEH
orepaimoHHoi cucrembl. CkaunBail X TONBKO ¢ odunmaibHoro caifta pazpadorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATHUUYECKOTO OOHOBIIEHUSI, BKIIOUYH €T0;
3. Paboraii Ha cBOeM KOMIIbIOTEpE O]l MpaBaMu MOJIB30BaTENs, a HE aAMHUHHCTpaTOpa. JDTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM HHCTAIIMPOBATHCA HAa TBOEM MEPCOHATEHOM
KOMITBIOTEPE;
4. Vcmionp3yil aHTUBHPYCHBIC TIPOTPAMMHBIC MPOIYKTHl HW3BECTHBIX IPOW3BOJIUTEICH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;
5. Orpannyb (pU3UIECKHIA JOCTYIT K KOMITBIOTEPY ISl IOCTOPOHHUX JIUIT;
6. Vcnonp3yii BHENIHHE HOCHUTENM WH(GOpMalWW, Takue Kak (riemka, AUCK umu Qaiin u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHKOB;
7. He oTkpbIBaii KOMIBIOTEpHBIE (ailiIbl, TOMyUYEHHBIE W3 HEHAJCKHBIX UCTOYHHKOB. J[axe Te
(a1, KOTOPBIE MPUCITAT TBOW 3HAKOMBIH. Jlydllie yTOYHH y HETo, OTIIPABJISUT JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3T0 He BHJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIbL OpeH, Mapka. Erie
B 1991 rony munepnaniackas kommanus 3apeructpupoBaia opern "WECA", uto o6o3Hauyano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoIHas TOYHOCTH'".

Jlo Hamero BpeMeHH Jolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOTHEH.
Orto abOpeBuatypa "Wi-Fi". Takoe Ha3BaHHMe ObUIO JaHO C HAMEKOM Ha CTaHIApPT BBICIICH
3BykoBo# TexHuku Hi-Fi, uTo B mepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Jla, GecrimaTHBIM WHTEPHET-AOCTYI B Kade, OTensX U a’ponopTax SBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIX0JIa B MHTEpPHET. HO MHOTHE KCIIEpPTHl CYUTAIOT, YTO O0IIeocTymHbIe Wi-
Fi cetu He sBNsAIOTCA 6G€30MaCHBIMHU.

CoBeTblI 110 0€30MACHOCTH PAadOTHI B 001IEAOCTYMHBIX ceTsix Wi-fi:



1. He mepenaBaii cBoro JuuHyr0 uHpopManuio yepe3 obmienoctynasie Wi-Fi cern. PabGoras B
HUX, KEJIaTEJIbHO HE BBOJUTH MapOJIM AOCTYIIA, JIOTUHBI U KaKue-TO HOMEpa;
2. HWcnone3yil u OOHOBIANM aHTUBUPYCHbIE IporpaMMmbl M OpanHamayep. Tem caMbIM Thbl
oOe3omacuib ceds 0T 3aKaYKU BUpPyca Ha TBOE YCTPOWCTBO;
3. IIpu ucnonwszoBanuu Wi-Fi orxmroun gyrakmuro "OOmmii goctyn K ¢aiinaMm u npuHtepam’.
Jannast ¢yHKIuS 3aKpbITa IO YMOJIYaHHUIO, OJIHAKO HEKOTOPHIE MOJIb30BaTENIM aKTUBUPYIOT €€
TSl y10OCTBa MCTIOJIb30BaHUs B paboTe UiIH yueoe;
4. He ucnons3yi nyosmunbiii WI-F| 11 mepenaym JIMYHBIX JaHHBIX, HAllpUMEp JJIs BBIXOJIa B
COLIMAJIbHBIEC CETH WU B DJIEKTPOHHYIO MOYTY;
5. Wcnonp3yii Tonpko 3amuiieaHoe coeannenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";
6. B moOunpHOM Tenedone otkmoun ¢yHkiuio "Tlogkmouenue k Wi-Fi aBromatudecku". He
JIOITyCKai aBTOMaTHYECKOTO MOIKITIOYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.
ConuaJbHBIE CeTH

ConuanbHble CeTH aKTHBHO BXOJST B HAllly XU3Hb, MHOTHE JIOAM PaOOTAIOT U KUBYT
TaM TOCTOsIHHO, a B Facebook yxe 3aperucTpupoBan MUIUIMAPA YEJIOBEK, YTO SBISIETCS OAHOMN
CelIbMOM BCEX KHUTENEeH IiIaHeThl. MHOTHE MOJb30BaTEId HE MOHUMAIOT, YTO HH(pOpMaIus,
pa3MelIeHHasl UMU B COLMAJIBHBIX CETSIX, MOXKET ObITh HaliJIeHa U UCIOJIb30BaHa KEM YrOJIHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMU HAMEPEHUSIMH.

OcHoBHbBIE cOBETHI 10 0€30IIACHOCTH B COLMATBbHBIX CETHAX:
1. Orpaanub CUCOK Jpy3ei. Y TeOS B IPY3bsiX HE JODKHO OBITh CIydalHBIX W HE3HAKOMBIX
JIFOJIEH;
2. 3ammiail cBOI YacTHYIO Xu3Hb. He ykaspiBail mapomnu, TenedoHbl, aapeca, AaTy TBOETO
POXKICHUS U APYTyI JTUYHYIO WHGOpMaIuio. 3JI0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
UH(GOPMAIIHIO O TOM, KaK Thl U TBOU POJUTEINHN TUIAHUPYETE MPOBECTH KAHUKYJIBI;
3. 3amminail cBOIO peNyTaLuIo - JIepKU €€ B YUCTOTe M 3ajaBail ceGe Bompoc: XoTed Obl ThI,
YyTOOBI JApYyrue IMOJb30BaTEeNM BHJEIHM, YTO Thl 3arpyxaems? llogymaid, mpexae 4yem 4TO-TO
OITyOJIMKOBATh, HAMKMCATh U 3arPy3UTh;
4. Ecniu Tl TOBOpUUIb C JIFOJBMHU, KOTOPBIX HE 3HAElllb, HE UCIOJb3YyH CBOE peallbHOE UMS U
JIPYTYIO TUUHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObI U MPOYEE;
5. U30eraii pasmemenust ¢otorpaduii B MHTepHere, rae Thl M300pakeH HA MECTHOCTH, IO
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHNUE;
6. Ilpu perucTpanuu B COLMAIBHOM CETH HEOOXOAMMO HCIIONB30BaTh CIOXKHBIE MapoOJiH,
cocTosire u3 OykB U U(pP U ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;
7. 1ns conpanbHOM ceTH, MOYThl U IPYTUX CAWTOB HEOOXOAMMO HCIOIb30BaTh pa3HbIe MapoJIu.
Toraa ecnu Te0s B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH MOIYy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.
JJIeKTPOHHbIE 1€HbIH

DJNEeKTPOHHBIE JEHBIH - 3TO OYEHb YAOOHBIA CHOCOO IUIATEXKEH, OHAKO CYIIECTBYIOT
MOIIEHHUKHU, KOTOPbIE XOTAT MOJIYYUTh 3TH JIEHbIU.
ONEKTPOHHBIE JIEHBI'M IOSIBWJINCH COBCEM HENABHO M MMEHHO H3-3a ATOIO BO MHOIHMX
rocy/apcTBax 0 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIe UX pa3iessioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercss MPOBOAUTH onepanuu 0e3 uIeHTUUKALUK [O0Jb30BaTeNsi, a B
HEAHOHUMHBIX UACHTU(UKAIIHS TT0IH30BATENS SBISETCS 00s13aTEIbHOM.



Taxxke cienyer paznuyarh 3JEKTPOHHbIE (UATHBIE NEHBI'M (paBHBI TOCYJAapPCTBEHHBIM

BAJIIOTaM) U DJIEKTPOHHBIE He(h)UATHBIE ICHBIU (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).
OcHoBHbBIE cOBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMHU AeHbIAMM:
1. TlpuBssku K cuery MOOWJIBHBIM TeneoH. DTO camMblii YHOOHBI M OBICTPBIA CcHOCOO
BOCCTAHOBUTH JOCTYN K cuery. l[lpuBsizanHblii TenedoH MOMOXET, eciu 3alyaems CBOM
IJIATEXKHBIN [apOJIb WU 3alIe1Ib HA CAT C HE3HAKOMOI'O YCTPOMCTBA;
2. Ucnonb3yii ogHopa3oBsie napoiu. llocie mepexona Ha yCUIIEHHYIO aBTOpPHU3aLMIO TeOe yxKe
He Oy/IeT yrpoXkaTh OMAaCHOCTh KPa)KH UJIU MepexBara MIaTeKHOro MapoJis;
3. Boeibepu cnoxsbll mapodib. IlpecTynmHukaM OyneT HE MPOCTO yrajaaTh CIOKHBIA TMapoJb.
Haznexnble maponu - 3TO mapoJid, KOTOPBIE COJAepkKAaT HE MEHee 8 3HAKOB M BKIIOYAIOT B ceOs
CTPOYHBIC U TIPONHUCHBIC OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKME KaK 3HaK J0Jiapa,
¢byHTa, BOCKJIMIIATEeIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;
4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.
DJIEKTpOHHAs 1oYTa
DJIEKTpPOHHAsA TOYTa - 3TO TEXHOJOTUS U MPEJOCTABISIEMBIE €0 YCIYI'M MO MEpPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIICHUH, KOTOpBIE paCHpeAeNsaioTcs B KOMIBIOTEPHOH CeTH.
OO6b19HO 3JEKTPOHHBIN MOYTOBBIA  SIIIMK  BBIMVISIUAT CJIe1YIOLIUM obpazom:
UMS_TIOJIb30BATESI(@UMSL_JOMeHa. Taikke KpoMe TMepeJadyd MpOCTOro TEeKCTa, HMEETCs
BO3MO>KHOCTb IepeaaBaTh (paisibl.
OcHoBHBIE COBETHI 10 0€30MacHOI padoTe ¢ JIEKTPOHHOI MOYTOI:
1. Hamo BBIOpaTh NpaBWIIBHBIA IOYTOBBIH CepBUC. B HWHTEpHETE €cThb OTPOMHBINA BBHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIYUIIEe TOBEPATHh TE€M, KOTO 3HACIlb U KTO MEPBBIN B
pEUTHUHTE;
2. He yxkaspBali B JMuHON mouTe nu4Hylo uHpopmanuto. Hampumep, nydiie BbeIOpath
"My3bIKanbHbIN (aHaT@" nau "pokx2013" Bmecto "Temal3";
3. Ucnonp3yil ABYXATaHYI aBTOPU3ALMIO. JTO KOIZa IOMHUMO IapoJisi HYKHO BBOAMTH KOZ,
npucbuIaeMblil mo SMS;
4. BeiOepu cl0KHBIN Tapodib. JJisT KaXKI0T0 MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAJEKHBIMH,
YCTOWYHMBBIN K B3JIOMY 1apOJIb;
5. Ecim ecTtp BO3MOXHOCTh HamMcaTb CAMOMY CBOM JIMYHBIM BOIIPOC, HCIHOJIB3YH OTYy
BO3MO>KHOCTB;
6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. IIepBhIii U1 4aCTHOW MEPENMUCKH C agpecaTamy,
KOTOPBIM ThI TOBEPSAECIIb. DTO IEKTPOHHBIN aIpec HE HAJ0 HUCIIOJIb30BATh MPU PErHCTpaly Ha
dopymax u caiitax;
7. He oTkpwiBaii ¢aiimel U Ipyryue BIOKEHHS B MUCHhMax, AK€ €CIU OHHM TPUIILIIH OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHH Te0e ATH (aiibl;
8. Ilocne oxoHuaHUs pabOTHI Ha MOYTOBOM CEPBUCE IEpE] 3aKPhITUEM BKIAJKU C CaliTOM He
3a0y1b HaxaTh Ha "BeiiiTn".
Ku0epOyJuIMHT M1 BUPTYaJIbHOE H3/1eBATEJIBLCTBO

KubepOynnuHr - mpeciefoBaHHE COOOLICHUSMH, COAEPKALIMMU  OCKOPOJICHHMS,
arpeccuio, 3aryruBaHue; XyJIUTraHCTBO; COIMAIbHOE OOHKOTHPOBAHUE C TOMOIIBIO PA3IUYHBIX
MHTEPHET-CEPBUCOB.

OcHoBHbIE coBeThI 10 0opble ¢ KudepOyJIMHIOM:

1. He 6pocaiicst B 0oit. JIyummii crioco0: mMOCOBETOBAThCS Kak ce0si BECTH M, €CJIM HET TOTro, K
KOMY MOXHO OOpaTuThCS, TO BHauyaje YCHOKOWTbcA. Ecium Tl HayHelb OTBEYaTh
OCKOPOJIEHUSMH Ha OCKOPOJICHHUS, TO TOJBKO eI1le O0IbIIe pa30KKEITh KOHPIUKT;



2. YrpaBisii cBoel KubeppenyTaiuei;
3. AHOHUMHOCTH B ceTu MHUMas. CyIllecTBYIOT CIOCOOBI BBIICHUTh, KTO CTOUT 32 AHOHUMHBIM
AKKayHTOM;
4. He cTouT BecTH XyJIUTaHCKUI 00pa3 BUPTyaJdbHOW XU3HH. VIHTEpHET (hUKCHUPYEeT BCE TBOU
JEHCTBUS U COXpaAHSET UX. Y aIUTh UX OyJeT KpailHe 3aTpyJHUTENIBHO;
5. Co0Ouro1aii CBOIO BUPTYJIBHYIO Y€CTh CMOJIONY;
6. UrHopupyii emuHuuyHbIi HeraTuB. OIHOPAa30BbIE OCKOPOWTEIBHBIC COOOIICHHS JIydIle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaNH;
7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMH, B COL[MAIBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH C OMPEeIIEHHBIX aIPECOB;
8. Ecnu ThI cBuaeTens kuOepOymuHra. TBOM NecTBUA: BBICTYIUTH HMPOTUB IMpECIEI0BATEN,
[I0Ka3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO, NOJJEpXkaTbh >KEPTBY, KOTOPOI
HYXXHa TICHXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCMBHOTO MOBEICHHS B
CeTH.

MooOnabHblii Tes1ed)oH

CoBpemennble cMmapT(hOHBI U IUJIAHIIETHI cojepkaT B ceOe BIOJHE B3POCIBIN
GbyHKIIMOHA, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpaMHU.
OpHako, CpeACTB 3aIUTHI TSI TOJOOHBIX YCTPOMCTB IMOKa O4eHb Mano. TecTHpOoBaHHE U TIOUCK
YS3BUMOCTEM B HMX IIPOMCXOAMT HE Tak MHTEHCHBHO, Kak miusa IIK, To xe camoe kacaercs u
MOOMIIBHBIX TTPHIIOKEHHA.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yXkKe NMPAaKTUYECKU JOTHAIU HACTOJbHBIE aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAIa BIeYeT 3a C000i OONBIIYI0 CIO0XHOCTh W MEHBIIYIO
3aIUIIEHHOCTD.

Jlaneko He BCe NPOM3BOJUTENN BBIMYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE KpPUTHUYECKHUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.
OcHoBHBIE cOBETHI 1JIs1 0€30I1aCHOCTH MOOMJILHOTO TeJiedoHa:

Huuyero He siBnsieTcst mo-HacrosimeMy OecriaTHbIM. Byab ocTopoxeH, Beab Korjaa tede
npeJiararoT OecrjaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHE-TO IUIATHBIE YCIYTH;
Jymaii, npexxae yem ornpaBuTh SMS, ¢oto mnu Buzaeo. Tl TOUHO 3HAElIb, I7I€ OHU OyIyT B
KOHEYHOM HUTOre?

Heo6x011uMo 00HOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO CMApPT(OHa;
Vcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JIIsI MOOUJIBHBIX TeNE(OHOB,;
He 3arpyxaii npuiio)keHHs OT HEU3BECTHOIO MCTOYHMKA, BEIb OHU MOTYT COJEp)KaTh
BPEIOHOCHOE MTPOrpaMMHOE 00ecIIeUeHHE;
[Tocne Toro xak Tkl BBIACIIb C caiiTa, IJi€ BBOJWI JUUYHYIO MHQOPMAIIHIO, 3211 B HACTPONKHU
Opaysepa u ynanu cookies;
[Tepuoanuecku nmpoBepsiii, KaKUe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;
JaBail cBoii HoMep MOOWIBHOrO TenedoHa TOJBKO JIIOJIAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsICIIb;
Bluetooth nomkeH ObITH BBIKIIOUEH, KOTJAAa Thl UM He mMoib3yemibcs. He 3a0biBait mHOTrAa
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJANMH-UTPBl - O3TO KpacoyHble, 3axBaThIBAIOIIME Pa3BJICUYEHUS,
00BeAMHSIONINE COTHHU ThICAY YeNIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
o0IaroOTCs APYT C IPYrOM, BBIMOJHSIOT 3aJaHusl, CPaKaloTCd ¢ MOHCTPaMH U IOJY4alOT OIIBIT.



3a yJOBOJILCTBHE OHHU IUIATAT: MOKYMNAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM NPHOOPETAroT
KaKHe-TO OILUH.

Bce »tu cpenctBa MIyT Ha MOJJAEpKAHME W pa3BUTHE UIPhL, a TakKe Ha camy
0€30MaCHOCTh: COBEPIUEHCTBYIOTCS CHCTEMbl AaBTOPHU3AL[MHM, BBIIYCKAIOTCSI HOBBIE IAaTYU
(unpoBbIe 3aIUIATKU AJISL IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoOHBIX Urpax CTOMT onacaTrbcs HE CTOJBKO CBOMX COIEPHHMKOB, CKOJIBKO KpaXKM TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJIBLIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:
1. Ecnn npyroit urpok Bezaer ceOs IUI0XO MM CO37aeT Tebe HeNPUATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;
2. Tloxainyiics aaAMHHHMCTpaTOpaM HIPbl HAa IUIOXOE€ IOBEJAEHHUE 3TOrO0 HUIPOKa, >KEIATENIbHO
IPUIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;
3. He ykaspiBaii tnuHyto HHPOpMAIUIO B Ipodaiiine urpsl;
4. YBaxail Ipyrux y4acTHHUKOB IO UIPE;
5. He ycranaBnuBaii HeopuIIMaIbHbBIE TATYH U MOJIBI;
6. Vcrionb3yii ci10KHbIE U Pa3HbIE TAPOJIH;
7. Jaxxe BO BpeMs UIpbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Toka Thl Urpaerib, TBOH KOMIBIOTEP
MOTYT 3apa3UTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIYHON Kpakel JEeHer M JIOKyMEHTOB CEroJHsl YK€ HUKOIO HE YAMBHILIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTMM  3JIOYMBIIIJICHHUKHA [EPEMECTWINCh B HMHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TFOOUMBIM" J1€TIOM.

Tak nosiBUIack HOBast YTpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TJIaBHAs LEJIb KOTOPOro
COCTOUT B MOJYYECHUH KOH(UACHIMAIBHBIX JAaHHBIX MOJIb30BaTeNeH - TOrMHOB U maposieil. Ha
aHriuiickom s3bike phishing unraercss kak ¢ummar (ot fishing - peiOHas nosins, password -
apoJib).

OcHoBHbIE coBeThI 10 0opble ¢ GUIIMHTOM:
1. Cnequ 3a cBouMM akkayHTOM. Eciii Tl mojo3peBaelib, 4TO TBOSI aHKeTa ObLla B3JOMaHa, TO
HE00X0IUMO 3a0JIOKHPOBATh €€ U COOOUIUTHh aJAMMHHMCTpATOpaM pecypca 00 3TOM KaK MOXKHO
CKopee;
2. Ucnonb3yit OezonacHble BeO-CaiiThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U IOUCKOBBIX CUCTEM;
3. Hcnonb3yil ciokHble M pa3Hble Hapoiau. Takum oOpa3om, eciau TeOs B3JIOMArOT, TO
3JI0YMBIIIJICHHUKH MOJTyYaT JOCTYI TOJBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;
4. Ecau TeOsi B3JIOMalM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOpHIE
N00aBJICHBI Y T€OSI B IPY3BSIX, O TOM, UTO T€Os B3JIOMAIH U, BO3MOXKHO, OT TBOETO UMEHHU OyaeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBbIE CaliThI;
5. YcranoBu HazaexHbIi napois (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;
7. He oTkpeiBail ¢ailnel U Apyrue BIOXKEHUS B MHUCbMaX, AK€ €CJIM OHU MPUILIM OT TBOMX
npys3eil. Jlydie yTo4HM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paiibl.
[udposas penyranus
[ludposass pemyramust - 3TO HeEraTHMBHAas WM TO3UTHUBHAs HMH(OpManus B ceTH O Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTPa3UThCs Ha TBOEH peanbHOW *)u3HH. "lludpoBas penyramus" - 3TO TBOH UMHIK, KOTOPBINA
dbopmupyeTcst u3 uHGopMauu 0 Tebe B HHTEPHETE.



TBoe MecTO KUTEIbCTBA, y4eObl, TBOE€ (MHAHCOBOE TOJIOKCHHE, OCOOCHHOCTH XapakTepa W
pacckasbl 0 OJIU3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue moJipoCTKH JIETKOMBICIIEHHO OTHOCSITCS K MyOJIMKAIMK JIMYHOW WH(POpMAIIUU B
NutepHeTe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUM. Thl 1ake HE CMOXEIIb JI0rafaTbCsl O TOM,
gro doTorpadus, pa3mMeInieHHas S JeT Ha3al, cTaja MPUINHON 0TKa3a MPUHSATH TeOs Ha padoTy.
KommenTapuu, pazMenienre TBoux gororpaduil u 1pyrue ASHCTBUS MOTYT HE UCUYE3HYTh ke
MocJie TOro, Kak Thl UX YAalullb. Thl HE 3HACHIb, KTO COXPAHWII 3Ty HH(POPMAIHUIO, HoMaia Ju
OHa B TOMCKOBbIE CHCTEMBbl M COXpaHWJIACh JM OHA, a TJaBHOE: YTO MOAYMAlT O Tebe
OKpY’KarollKe JIIOJIU, KOTOPhIe HAMIYyT U yBUIAT 3T0. HaliTu mHbOpMaIuio MHOTO JIET CIYyCTs
CMOXeT JI000# - Kak U3 JO0OpbIX MOOYXKIEHHH, TaKk U C HaMEpeHHEeM MPUYUHHUTH Bped. ITO
MOJKET OBITh KTO YTOJIHO.

OcHoBHBIE COBeTHI 110 3a1uTe HN(POBOIi penyTaumnu:
1. [Momymaii, mpesx/ie 4eM 4To-TO MyOJUKOBATh U MepeaBaTh y ce0si B 0JIoTe WK B COIUAIBHON
ceTH;
2. B Hacrtpoiikax npo¢uisi yCTaHOBH OTPAaHUYEHHUS HA MPOCMOTP TBOETo MNpOoGuUiIs U €ro
COJIEPKUMOTO, C/IeIaid €ro TOJNbKO "1 Apy3ei';
3. He pa3memaii u He yka3biBail HH(pOpPMAIUIO, KOTOpas MOXKET KOT0-IH00 OCKOPOIATh WU
00MKaTh.
ABTOpCKOE IIPaBO
CoBpeMeHHbIC IIKOJbHUKU - aKTUBHBIE IMOJb30BaTEIN HUPPOBOro mpocTpancTBa. OgHAKO
JAJICKO HE BCE 3HAIOT, YTO MOJH30BAHWE MHOTMMH BO3MOXXHOCTSIMHU IU(POBOrO MUpa TpedyeT
coOIOZICHHSI TTPaB HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun "WHTeNNEKTyallbHass COOCTBEHHOCTH' OTHOCHUTCS K PAa3IHYHBIM TBOPECHUSM
YeI0BEYeCKOro yMa, HauMHasi C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIOyTrd, U 3aKaHYWBas KHUTaMu, Qororpagusmu, KUHODUIBMAMH U
MY3bIKaJIbHBIMU ITPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HA WHTEUICKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEIACHUS
HAyKH, JJUTEPATYPhI U UCKYCCTBA. ABTOPCKHUE TIpaBa BHICTYMNAIOT B KAU€CTBE TAPAHTUU TOTO, UTO
WHTEJUICKTYaJIbHBINA/TBOPUYECKUN TPy aBTOpa HE OyJIeT HampacHbIM, JACT €My CIpPaBEJIMBbLIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPy/a, MOJYYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkto 6e3 paspernieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEIECHUE, PACTIPOCTPAHSTH,
nyOIMYHO JIEMOHCTPUPOBATH, MPOAABaTh, WMIOPTUPOBATH, MYCKaTh B MPOKAT, MyOIHMYHO
UCTIONTHSATH, MTOKA3bIBATH/UCIIONHATE B dGUpe WK pa3Meniath B UHTepHeTe.

Hcnonb3oBanue "muparckoro’ mporpaMMHOTO 0OeCTIeYeH s MOKET MPUBECTH K MHOTUM
pUCKaM: OT TIOT€pU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOErO YCTPOWMCTBa, TIE
YCTaHOBJICHA HeJerajabHas mporpamMma. He cTOUT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC
1 OECIUTaTHBIC TPOTPAMMBI, KOTOPBIE MOKHO HAWTH B CETH.

O noprane
CeteBnuOK.p¢ - TBOH INIaBHBIA COBETYMK B CETU. 371€Ch Thl MOXKEIIb Y3HaTh O 0€30MacHOCTH B
CeTH TIOHATHBIM M JIOCTYIHBIM $I3bIKOM, @ IpPH BO3HHUKHOBEHUH KPUTHUYECKOW CHUTYyalluu
00paTUTHCS 32 COBETOM. A TaKKe NMPUHATH ydacTHe B KOHKYPCAaX U CTaTh CaMbIM IU(PPOBBIM
rpakJJTaHUHOM!



